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Volatility is an open source, Python-based, framework/tool for the use of memory forensics and digital investigations (Volatility, 2018). Volatility supports a variety of operating systems like Linux, Windows, MacOS and Android. This is some of the reason Volatility is gaining the popularity that it receives. Volatility is pre-installed as binaries in versions of Kali Linux, and REMnux, and of course, available on Github.
Volatility is used to analyze the raw memory and crash-related dumps, hibernation files, dumps from virtual box, and so much more. The beauty of Volatility is that this information that it is designed to collect and analyze is volatile, meaning, this is the information that can reside in cache or in many cases, live memory.
Volatility is not a tool in and of itself as it is a framework. In most versions, Volatility is comprised of over 35 plugins used for analyzing the data. A few of the things that Volatility can do is identify the operating system profile information. With the knowledge of the type of operating system, one can figure out the file structures used. The framework components of Volatility can then be used to look at active processes, any hidden processes, any unlinked processes, Dynamic Linked Libraries (DDL), the socket information, connections internal and external and the list goes on. Having this background information mixed with live data is what makes this the comprehensive tool so effective.
Volatility seems like it would be difficult to use but in a short while, a novice operator, like myself, can get a feel for it. There is plenty of documentation and instructions to learn. While the use of Volatility’s framework takes years to master, it’s broader functions are easily understood.
Volatility Foundation, (May 2018), Volatility foundation. [Internet website]. Retrieved from https://www.volatilityfoundation.org/
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